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Executive Summary

This report attempts to address a shortage of information regarding Cambodian Internet users’ online
behaviors and perceptions of Internet rights and freedoms. The intended outcome is to facilitate a more
informed debate about the future of the Internet in Cambodia. Data for this report were gathered through
an electronic survey of 895 Cambodian Internet users conducted from March 12 to 18, 2015, as well as
through three follow-up focus group discussions with 14 survey respondents.

The study was designed to answer to three key research questions:

1.
2.

How do Internet-connected Cambodians report using the Internet?
What are the perceptions of Internet-connected Cambodians regarding online freedom of
expression?

Do Internet-connected Cambodians feel the Internet has played a role in increasing political
participation in their country, and how would an increase in government control of the Internet
affect this trend?

Respondents’ answers shed light on public opinion of issues ranging from proposed government actions
for monitoring and controlling the Internet, to the role of the Internet in politics and society, and to users’
social media preferences. Key findings of the study include:

Cambodians find the Internet to be useful for personal, professional and civic interests, with the
majority of respondents agreeing that the Internet makes their job easier (78.8%) and helps in
their education and studies (73.7%).

75.3% of Cambodians report the Internet provides them with access to news and information they
cannot find elsewhere in Cambodia’s mainstream, offline media.

The majority of Cambodian Internet users (62.7%) feel “very” or “somewhat” free to express their
opinions online without fear of repercussions.

Of respondents who said they were “somewhat” or “very” fearful of repercussions for engaging
in free expression online, the majority were concerned by legal threats (65.6%), but fears of
physical harassment (36.8%) and threats to economic well-being (30.6%) were also reported.

Government efforts to monitor online activity could have a crippling effect on online free
expression, with the majority of users (88.4%) saying they would not feel free to engage in online
expression if such efforts were enacted.

All but four survey respondents reported having a Facebook account. Moreover, more than four
out of five Cambodian Internet users check their Facebook account several times a day.

77.7% of respondents reported that their smartphone was their preferred device for accessing
the Internet.



This report details the full findings from the survey and the focus group discussions. The report concludes
with recommendations for policy, practice, and future research. Most germane are:

1.

There is a need for more conversation and education about Internet rights, surveillance, privacy,
and other issues commonly addressed in Internet legislation.

Online freedom of expression needs to be protected under Cambodian law.

Cambodian development partners should prioritize Internet- and ICT-based approaches to
development, especially those geared toward youth.

A mobile-first or mobile-friendly approach to web development is critical for Cambodian Internet
audiences.

The Royal Government of Cambodia should make concerted efforts to increase the amount of
official public information available online.

There is a need for widespread media literacy education throughout the Kingdom, specifically
related to Internet-based media.

SMS-based approaches to survey dissemination should be replicated in future research in
Cambodia and possibly other Southeast Asian countries.



Introduction

Internet penetration in Cambodia is increasing at a rapid rate, with the percentage of Cambodians
accessing the Internet climbing by 42.7% in 2014. Today’s penetration rate reaches 25% of the population,
or roughly 3.8 million subscribers, up from just 2.7 million in 2013. In response to this growing population
of Internet users and to alleged crimes of spreading misinformation online, in 2014 the Cambodian
government proposed a number of measures to monitor and control the Internet. Efforts to control and
monitor include the widely criticized (and now officially ‘scrapped’) draft Cybercrime Law, the
announcement of plans to install surveillance equipment in the Kingdom’s Internet Service Providers, and
the creation of Cyber War Teams to monitor the web —and particularly social media — for misinformation.

Current conversations about Internet rights and Internet controls in the Cambodia however are
constrained by a distinct lack of quantitative data surrounding Cambodians’ online behavior as well as
their perceptions of the applications and limitations of the Internet in their daily lives, politics and society.
This research project aimed to address this shortage of information by seeking the opinions of Cambodian
Internet users on key issues in order to facilitate more informed debate on the future of the Internet in
Cambodia. Based on a power analysis, a minimum of 385 respondents per survey form was needed to
generalize findings to the population of interest with 95% confidence. Based on the sampling
methodology, data was collected from a minimum of 507 respondents per survey form.

The current study is constrained to Cambodian Internet users who access the Internet through mobile
devices. The study did not target those who access the Internet via computer kiosk stores in order to
ensure the user is Cambodian and that the user takes the survey only once. The study was implemented
nationally in all provinces and was disseminated randomly to all data subscribers of a major mobile phone
provider.

1www.cambodiadaily.com/news/one-third-of-cambodians-now-online-thanks-to-mobiIe-phones-79547/



Methods

Through this mixed-methods study, the Cambodian Center for Independent Media (CCIM) investigated
how Cambodians use the Internet, their perceptions of online freedom, and their perceptions of the
government’s role in controlling Internet activities. This study was developed to understand the
perceptions and use patterns of the general population. A quantitative survey was developed by the
research team with input from various stakeholders. A qualitative focus group protocol was also
developed by the research team with input from various stakeholders.

Research Questions

This study was designed to understand how Cambodians use the Internet, their perceptions of freedom
of expression via the Internet, and their perceptions of the intersection between the Internet and political
participation. To understand this problem, we asked three research questions.

Key Research Questions:
1. How do Internet-connected Cambodians report using the Internet?

2. What are the perceptions of Internet-connected Cambodians regarding online freedom of
expression?

3. Do Internet-connected Cambodians feel the Internet has played a role in increasing
political participation in their country, and how would an increase in government control
of the Internet affect this trend?

Sample

The population for this study was mobile-Internet-using Cambodians. We choose to reach this population
via text messages to Internet-enabled smartphones. CCIM contracted with Smart Axiata to achieve this
task. At the time of survey dissemination, Smart Axiata was Cambodia's second largest mobile provider in
terms of subscribers and remains the country's only telecom offering 4G LTE for high-speed mobile
browsing.? Smart Axiata has more than 5 million subscribers nationwide, covering an estimated 96% of
the population.? In terms of geography, Smart provides complete or partial coverage to all of Cambodia's
25 provinces.

Survey

The survey was developed iteratively by the research team, with ongoing support from many members of
the CCIM team located in Phnom Penh, Cambodia, and with advice and guidance from various
stakeholders. The survey was piloted in two rounds to ensure the question sets measured the intended
constructs. Each pilot round included a set of participants engage in cognitive interviews and another set

2 http://www.axiata.com/investor-relations/2013/ar/operating-companies/smart

3 http://www.axiata.com/operating/company/smart



engage in the mobile-delivered online survey. In each round, the English survey was created, translated
into Khmer, then back-translated into English.

Survey Design and Dissemination

To lower the cost of data collection and reduce participant time burdens to take the survey, a planned
missing data design was utilized.* All participants were asked a set of questions, referred to as Z-block
guestions, about demographics. All participants were additionally asked to complete X-block questions
that focused on online freedom of expression (Research Question 2). A-block questions focused on
Internet use and access (Research Question 1). B-block questions focused on social media use personally
and around political issues (Research Question 1). C-block questions focused on freedom of the Internet
and politics (Research Question 3). Table 1 describes the three-form approach

TABLE 1: Three-form Design

Block B

Block Z Block X Block A
e Demographics
Question grap

Total No.
Questions

Form 1 (AB) Yes Yes Yes Yes No
Form 2 (AC) Yes Yes Yes No Yes

Form 3 (BC) ‘ Yes Yes No Yes Yes

A URL link to an online survey, hosted by the online survey company Survey Monkey, was sent via a bulk
SMS to Smart Axiata subscribers who had an Internet-enabled smartphones. The SMS was disseminated
on March 12, 2015, to 35,000 randomly chosen mobile smartphone users. From March 12 through March
16, 2015, 884 responses were received. A follow-up SMS also containing a link to the survey URL was sent
on March 17, 2015, to 32,375 of the initial recipients who had not yet completed the survey. From March
17-18, 2015, an additional 243 responses were received. In total, 895 Cambodians participated in the
study.> Of that number, 464 completed Block A, 429, completed Block B, and 429 completed Block C.
Response rates per form are reported in Table 2.

4 Graham et al (2006). Planned Missing Data Designs in Psychological Research. Psychological Methods 2006, Vol.
11, No. 4, 323-343.

5 The introductory page of the survey was in Khmer and English. From that page, respondents could opt to take the
survey in either Khmer or English. Respondents who chose English were redirected to a separate, but identical,
English-language survey. This technique caused day-to-day response rates to be higher than the total number of
respondents due to English respondents being initially counted twice (once on the language preference question of
the initial Khmer survey and once on the actual completed English survey).
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TABLE 2: Response Rate by Block

Block* Surveys Started \ Surveys Completed ‘ % Complete \
A 530 464 85%
B 507 429 88%
C 531 429 81%

*Response times include completion of mandatory Z and X Blocks.

Table 3 details the response times by language. The English version took respondents an average of just
under 16 minutes to complete, while the Khmer version took respondents an average of just over 24
minutes to complete.

TABLE 3: Survey Response Times

Response Time * ‘ English ‘ Khmer

AB Blocks 0:13:38 0:22:36
AC Blocks 0:16:39 0:29:13
BC Blocks 0:17:52 0:20:14
Average across all blocks 0:15:54 0:24:07

*19 respondents removed because they remained active in the survey for multiple days

Focus Groups

At the end of the survey, respondents were asked if they were willing to be contacted to participate in a
follow-up focus group discussion. These focus group discussions were used to better understand the
guantitative survey data and to allow participants an opportunity to discuss Internet freedom. The focus
group discussion protocol can be found in Appendix 3 (English version) and Appendix 4 (Khmer version).
Of the 311 respondents who indicated they would be willing to participate in such a discussion, 60 were
contacted for participation. Due to scheduling conflicts, only 14 respondents were able to participate in
one of three focus group discussions.

Limitations

The study has two noted limitations. First, Cambodians often have more than one mobile number and
more than one mobile data subscription. Thus, we are uncertain how many of the Smart subscribers
targeted in this study were duplicates. Second, participants had to use their own data to participate in the
study. This may have limited the number of participants.



Findings

The data from both the focus group discussions and the SMS-delivered survey are presented in this
section. The data are presented with an overview of the demographic data from the survey, followed by
a presentation of data that inform each research question.

Demographics

Linguistic Preferences

Roughly 75% of respondents selected to take the survey in Khmer. The remaining 25% chose to be
redirected to an English-language version of the same survey, which featured an additional question
confirming the respondent’s Cambodian citizenship before starting the normal survey questions. Nine
non-citizens were disqualified from participation.

Table 4: In which language would you like to take this survey?

‘ N Percent

Khmer 735 74.8

English 248 25.2
Total 983 100.0
Age

Respondents’ average age was approximately 25 years old. This finding is in line with national data that
indicates that the country’s population is relatively young, with about 60% of Cambodians under the age of 30.

TABLE 5: What is your age?

 Age |
Mean 24.8
Median 24.0

Gender
632 respondents (74.9%) were male whereas 186 (22%) were female.

TABLE 6: What is your gender?

Male 632 74.9
Female 186 22.0
Other 8 0.9
Prefer not to answer 18 2.1
Total 844 100.0




Place of Residence

The survey gathered respondents from 22 of the country’s 25 provinces (missing were Kep, Mondulkiri,
and Stung Treng). Notably, 66.6% of respondents were from Phnom Penh where Internet access is
widespread. Other provinces drawing substantial amounts of respondents, including Siem Reap (6.2%)
have urban towns, or, in the case of Kandal (5.9%), are located close to the capital city of Phnom Penh.

TABLE 7: In which province do you currently live?

Province N Percent Province Percent

Phnom Penh 552 66.6 Oddar Meanchey 3 0.4
Banteay Meanchey 3 0.4 Pailin 1 0.1
Battambang 12 1.4 Preah Sihanouk 12 1.4
Kampong Cham 31 3.7 Preah Vihear 2 0.2
Kampong Chhnang 6 0.7 Pursat 7 0.8
Kampong Speu 18 2.2 Prey Veng 12 1.4
Kampong Thom 8 1.0 Ratanakiri 3 0.4
Kampot 13 1.6 Siem Reap 51 6.2
Kandal 49 5.9 Svay Rieng 8 1.0
Koh Kong 9 1.1 Takeo 18 2.2
Kratie 5 0.6 Thong Khmum 6 0.7
Total 829 100.0
Education

Survey respondents were better educated than the general population with just over 55% of respondents
having completed their bachelor’s degree, and with 25.5% having earned their high school diploma. This
represents a considerably higher level of education than the general population, wherein only 39.4% of
male and 35.8% of female students enroll in secondary school, according to UNICEF.

TABLE 8: What is the highest level of education you have completed?

Primary school 17 2.1
Secondary school 74 9.0
High school diploma 210 25.5
Bachelor's degree (Master’s, PhD) 455 55.2
Graduate degree 69 8.4
Total 825 100.0




Income

The majority of respondents (63.1%) made less than $500 USD per month, with the largest single
percentage of respondents (35.2%) indicating that their personal income was between $100 and $299
USD per month. While substantially higher than the Gross National Income per capita of just over $79 USD
per month (or $950 USD per year), as reported by the World Bank in 2013, it is also on-par with the current
national minimum wage for garment factory workers, which currently stands at $128 USD per month.
25.5% of respondents chose not to answer this question.

TABLE 9: What is your personal monthly income?

N Percent

Less than $100 USD 95 11.6
$100 to $299 USD 289 35.2
$300 to $499 USD 134 16.3
$500 to $999 USD 57 7.0
$1,000 to $2,999 USD 27 33
$3,000 to $4,999 USD 2 2
$5,000 USD or more 7 .9
Prefer not to answer 209 255
Total 820 100.0

Findings from Research Question 1:
How do Internet-connected Cambodians report using the Internet?

The following questions address Research Question 1: How do Internet-connected Cambodians report
using the Internet? The data focuses on what Cambodians do online, their perceptions of the usefulness
of the Internet in their lives, and their use of social media.

Use of ICT Devices

Smartphones

The majority of respondents (97.5%) reported using their smartphone to access the Internet at least
occasionally, with 77.6% indicating that their smartphone is their preferred device for accessing the
Internet. This confirms statements from the Kingdom’s telecom regulator in March 2015 claiming that up
to 98% of the country’s Internet traffic originates from smartphones.



TABLE 10: Please choose the statement that best describes your use of your smartphone

| never use this device to access the Internet 13 2.5

I only use this device to access the Internet if another is not available 102 19.8

This is my preferred device for accessing the Internet 399 77.6

Total 514 100.0
Laptop Computers

Ninety percent of respondents reported using their laptop computer to access the Internet at least
occasionally, but only 47.2% identified the laptop as their preferred device for accessing the Internet, with
42.9% saying they only use their laptop if another device is not available, and 10% reported they never
use their laptop to access the Internet at all.

TABLE 11: Please choose the statement that best describes your use of your laptop computer

N Percent

| never use this device to access the Internet 51 10.0
I only use this device to access the Internet if another is not available 219 42.9
This is my preferred device for accessing the Internet 241 47.2
Total 511 100.0

Desktop Computers

A desktop computer was the least popular means of accessing the Internet among survey respondents.
Around 27% of respondents reporting that they never use a desktop computer to access the Internet and
another 44.7% reported that they only use a desktop computer if another Internet-enabled device is not
available.

TABLE 12: Please choose the statement that best describes your use of your desktop computer (2.3)

I never use this device to access the Internet 138 27.2
I only use this device to access the Internet if another is not available 227 44.7
This is my preferred device for accessing the Internet 143 28.1
Total 508 100.0

0o



Frequency of Internet Access

The majority of respondents (91.2%) reported that they access the Internet at least once per day, with
almost 66% accessing the Internet “continuously” through 3G or 4G updates to their phones. This data
corresponds with the large number of respondents (97.5%) reporting they prefer to access the Internet
via a smartphone in Table 10.

TABLE 13: Overall, how often do you access the Internet? (from any device)

Infrequently 11 2.2
Weekly 8 1.6
2-4 times per week 25 5.0
More than once per day 127 25.3
Continuously 331 65.9
Total 502 100.0

Expenditures on Internet Access

Despite frequent Internet use, as shown in Table 13, the majority of respondents (60.9%) spend less than
$10 per month to access the Internet. Only 7.2% of respondents report paying $20 USD or more per
month. Given the high rate of smartphone use among survey respondents, the low expenditures on
Internet data can likely be attributed to Cambodia’s highly competitive telecommunications market,
where the previous imposition of price floors on domestic calling rates left Internet data as key area for
promotions and discounts to attract new customers.

TABLE 14: How much do you normally pay to access the Internet?

Less than $5 USD per month 144 28.9
S5 to $9 USD per month 160 32.1
$10 to $14 USD per month 104 20.8
$15 to $19 USD per month 55 11.0
$20 to $49 USD per month 26 5.2
S50 USD or more per month 10 2.0
Total 499 100.0




History of Internet Use
A few respondents were early adopters of the regular Internet use. However, the majority started
regularly using the Internet after 2005, with significant year-by-year increases seen from 2010 and on.

CHART 1: In which year did you first start using the Internet regularly?

120
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100

80

60

40

20

Perceived Benefits of Internet Use

The following data tables report findings about how Cambodians use the Internet. Tables 15 to 17
demonstrate that respondents find the Internet useful in their daily lives in a number of ways, including
for improving their performance in their jobs (78.8%) and studies (73.7%), for accessing news (75%), and
entertainment (66.1%), and for connecting with friends and family (69.2%). However, fewer respondents
found the Internet useful for e-commerce.

TABLE 15: “Does the Internet make your job easier or contribute to your professional development?” and
“Does the Internet help in your education and studies?”

Does the Internet make your job easier or

contribute to professional development?

Does the Internet help in your education
and studies?

N Percent N Percent
Yes 387 78.8 362 73.7
No 104 21.2 129 26.3
Total 491 100.0 491 100.0
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TABLE 16: “Does the Internet help you stay connected with friends and family?” and “Does the Internet
provide you with entertainment?”

with friends and family?

Does the Internet help you stay connected

entertainment?

Does the Internet provide you with

N Percent N Percent
Yes 339 69.2 166 339
No 151 30.8 342 66.1
Total 490 100.0 490 100.0

The majority of respondents (75.3%) said the Internet is useful in providing them with news and
information that they cannot find offline in the country’s mainstream media. This perception that freedom
of information and press is greater online than offline could be partially responsible for respondents’
optimistic feelings regarding Cambodian Internet freedom, as shown in Table 28. During focus group
discussions, participants further discussed their habits for reading and watching news online. They
reported reading news from online sources including Koh Sontepheap, Voice of America, and Sabay. Some
participants noted that they shared content from these sites on their personal Facebook pages. There was
however a sentiment that online news is not entirely trustworthy. One respondent noted, “I do not believe
that news. | believe on what | see with my eyes.” The following tables detail data from the SMS survey.

TABLE 17: “Does the Internet provide you with access to news and information you cannot find elsewhere?”

N Percent

Yes 369 75.3
No 121 24.7
Total 490 100.0

Notably, only 33.7% of respondents said the Internet makes it easy for them to shop online, and only 29%
of respondents reported that the Internet makes it easy for them to manage their finances online via
online banking or bill pay.

TABLE 18: “Does the Internet make it easy for you to shop online?” and “Does the Internet allow you to do
online banking and pay bills?”

shop online?

Does the Internet make it easy for you to

Does the Internet allow you to do online
banking and pay bills?

N Percent N Percent
Yes 165 33.7 142 29.0
No 325 66.3 348 71.0
Total 490 100.0 490 100.0
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Social Media Use

The overwhelming majority of respondents reported holding accounts on three or more social media
platforms. Remarkably, all but four respondents (99.2%) reported having a Facebook account, and 81.6%
reported using Facebook several times per day. This data reflects the growing influence of Facebook in
Cambodian society and politics. Focus group participants overwhelmingly used Facebook as a means of
reading news and comments on social events.

Though not as popular as Facebook, Google+ demonstrated a wide following among survey respondents,
with 88.5% of respondents reporting that they have an account with the social media network. However,
Google+ users were less likely to check their accounts as often as Facebook users, with only 28.2% of
respondents reporting that they use their Google+ account multiple times per day.

The messaging network Line also proved popular among survey respondents, with 84.7% of respondents
reporting having a Line account. Though not as active as Facebook users, Line account holders outpaced
Google+ users in terms of use, with 31.2% reporting logging onto Line multiple times per day.

Roughly half of respondents (49.3%) reported holding an Instagram account. However, as with Google+
and Line, Instagram account holders were substantially less active than Facebook account holders, with
only 12.4% reporting accessing their Instagram account several times per day.

Twitter was by far the least popular social media platform in the survey, with only 32.4% of respondents
reporting having a Twitter account. Moreover, respondents who did have Twitter accounts used them less
frequently than Facebook, Google+ or Line users, with the majority of account holders reporting that they
used Twitter only “every few weeks or less.”

TABLE 19: “How often do you use the following social media platforms?”

Facebook Google+ Line Instagram Twitter

N % N % N % N % N %
No account 4 0.8 54 | 115 74 | 153 | 246 | 50.7 330 | 67.6
Every few weeks or less 2 0.4 77 | 16.3 69 | 14.3 66 | 13.6 79 16.2
1-2 days a week 4 0.8 52 | 11.0 55 | 114 28 5.8 20 4.1
3-4 days a week 13 2.7 59 | 125 47 9.7 38 7.8 22 4.5
About once per day 66 13.7 96 204 88 | 18.2 47 9.7 28 5.7
Several times per day 394 | 81.6 133 28.2 151 | 31.2 60 12.4 9 1.8
Total 483 100 471 100 484 | 100 | 485 100 488 100

The researchers created a social media use score, derived from an average of the reported use of all social
media channels covered in the survey (Facebook, Google+, Line, Twitter, and Instagram). The social media
scores range from zero (no use on any channel) to five (use of all channels several times a day). The
average social media score across all respondents was 2.57, suggesting that, on average, users engage in

12



one or more social media channels 3-4 days a week. There is no statistically significant difference in social
media use between residents who live in urban provinces versus those who live in rural provinces.

Free Expression Online

60.4% of respondents indicated they have used the Internet at least once in the last 12 months to express
an opinion about a social or political issue. Among these were a handful of respondents (17.2%) who
reported using the Internet for free expression activities on a fairly regular basis of once or twice per
month or more.

TABLE 20: “In the past 12 months, how frequently have you used the Internet to express an opinion about a

social or political issue?”
N Percent

Never 188 39.6
Once or twice 125 26.3
Once or twice a month 80 16.8
Every week 41 8.6
Every day 41 8.6
Total 475 100.0

Expression on Social Media

Closely related to Table 20, the survey also asked three questions directly related to freedom of expression
on social media. The results were strikingly similar, with 61.5% of respondents reported having used social
media at some point to express their own thoughts and comments on social or political issues (as opposed
to 60.4% for the Internet in general), and almost 41.5% said they do so at least once per week. The
correlation between responses to the two questions strongly suggests that social media — and specifically
Facebook, given the near unanimity of respondents with Facebook accounts — is Cambodians’ primary
means of expressing social and political opinions online.

The survey also explored the frequency with which social media users shared news articles on social or
political issues. Interestingly, slightly more respondents were willing to share articles on social or political
issues than to state their own comments on social or political issues, with 73.5% of respondents reported
having shared an article at some point. The difference in responses to the two questions indicates that
some users may perceive sharing of articles on social or political issues as a safer, or more neutral activity
than expressing their own opinions on those same issues.

Likewise, respondents were also questioned regarding their habits of using social media to encourage
others to take action on social or political issues. In total, just over 60% of the respondents indicated they
used social media at some point to encourage others to take action on a social or political issue. Only
38.9% reported never engaging in such activities. The rate at which respondents report using social media
to encourage others to take action on social or political issues that are important to them reflect their
responses regarding their sharing of social or political opinions online, indicating that those who do use

13



social media to share their opinions on issues that are important to them are at least sometimes using the
platform to encourage others to take action on the same issues on which they are expressing opinions.

TABLE 21: “How often do you use social media to post or share links to articles on social or political issues for
others to read?” and “How often do you use social media to post your own thoughts or comments on social
or political issues?” and “How often do you use social media to encourage others to take action on a social
or political issue that is important to you?”

How often do you use social media to ...

Post or share links to
articles on social or
political issues?

Post your thoughts or
comments on social
or political issues?

Encourage others to
take action on a social
or political issue?

N Percent N Percent N Percent
Never 130 26.5 180 38.5 189 38.9
Every few weeks or less 91 8.1 94 20.1 100 20.6
1-2 days a week 49 4.3 36 7.7 51 10.5
3-4 days a week 75 6.7 61 13.0 60 12.3
About once per day 50 4.4 41 8.8 34 7.0
Several times per day 96 8.5 56 12.0 52 10.7
Total 491 100.0 468 100.0 486 100.0

Interestingly, respondents who had previously stated that they are “very fearful” of repercussions for
expressing their opinions online (Table 26) were more than twice as likely to report using social media to
share their thoughts on social or political issues every day than respondents who felt “very” or
“somewhat” free to share their opinions on the Internet. This indicates that these individuals regularly
engage in free expression online despite their perceived risk of physical, legal or monetary repercussions.

III

At the same time, respondents who said they felt “neutral” about potential repercussions for expressing
their opinions online were the least likely to share their opinions on social media, with 46% stating they
never do so, raising the possibility that these individuals may be actively engaging in self-censorship
online.
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TABLE 22: Cross tabulation of: “How often do you use social media to post your own thoughts or comments
on social or political issues?” and “Do you feel free to express your opinions on the Internet without fear of

repercussions?”
Expressed level of fear for repercussions from online expression

Very free Somewhat Neutral Somewhat Very Total
free fearful fearful

N % N % N % N % N % N %

Never 60 | 385 44 | 35.2 51| 46.4 23| 333 2| 25.0| 180 | 100

Every few weeks or less 23 | 14.7 29 | 23.2 25| 22.7 16 | 23.2 1| 125 94 | 100

1-2 days a week 9 5.8 9 7.2 14| 127 4 5.8 0 0.0 36 | 100
3-4 days a week 26 | 16.7 13| 104 11| 10.0 10 | 145 1| 125 61 | 100
About once per day 15 9.6 13| 104 6 5.5 6 8.7 1| 125 41 | 100
Several times per day 23 | 14.7 17 | 13.6 3 2.7 10 | 145 3| 375 56 | 100

Total | 156 100 | 125 100 | 110 100 69 100 8 100 | 468
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Political Participation Online

Only 28.4% of respondents said they had used the Internet to contact a local or national government
official or office over the last year. This is unsurprising considering that most government ministries have
been slow to incorporate electronic communications and ICT into their operations, with many offices still
requiring that communications and inquiries be filed in hard copy with official stamps.

Substantially more respondents reported having used the Internet to look up information about
government services, policies or laws, with 70.6% having done so at least once in the past year and a
sizeable 33.4% saying they did so at least once per week. These responses, along with findings from Table
17 strongly support the theory that Cambodians regularly use the Internet to find information they cannot
find offline.

Slightly fewer respondents said they used the Internet to look up information about politicians, political
candidates or political parties, with just over half (55.9%) saying they had used the Internet for this
purpose during the last year. As with the previous question, a smaller percentage (16.5%) reported having
done so every day during the last year, providing evidence of a small population base that regularly relies
on the Internet for important information that informs their political choices.
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TABLE 23: Internet use for seeking political/public information

In the past 12 months, how frequently have you used the Internet to ...

Contact a local or Look up information Look up information about
national government about government a politician/political

office? services, policies or laws? = candidate/political party?
N Percent N Percent N Percent
Never 341 71.6 141 29.6 174 44.1
Once or twice 52 10.9 99 20.8 95 24.1
Once or twice a month 39 8.2 77 16.2 0° 0
Every week 18 3.8 78 16.4 61 154
Every day 26 55 81 17.0 65 16.5
Total 476 100.0 476 100.0 395 100.0

Most participants (69.2%) had never signed an online petition. However, of the 30.8% of respondents who
reported having done so, almost 17% did so on a regular basis of at least once per week.

TABLE 24: In the past 12 months, how frequently have you used the Internet to sign an online petition?

Never 301 69.2
Once or twice 61 14.0
Once a week or more 73 16.8
Total 435 100.0

Despite respondents’ overwhelming disagreement with the idea that the Internet increases political
participation among Cambodian citizens (85.5% disagreed), as shown in Table 37, the majority of
respondents (59.2%) have at some point been prompted to learn more about a social or political issue
directly due to something they read on the Internet, and a smaller but sizeable minority (38.9%) have
decided to take action on a social or political issue because of something they read on the Internet. This
disparity between reported actions and perceptions could suggest that the concept of “political
participation” is not well defined among Cambodian Internet users.

5 Due to a translation error, data for this response category had to be eliminated.
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TABLE 25: Internet as an instigator of political learning or activity

‘ In the past 12 months, has there been a time when you decided to ...

Learn more about a social or political issue Take action on a social or political issue

because of something you read online? because of something you read online?
N Percent N Percent
Yes 227 59.2 178 38.9
No 45 9.6 150 32.8
Uncertain 146 31.2 129 28.2
Total 468 100.0 457 100.0

Findings from Research Question 2:
What are the perceptions of Internet-connected Cambodians regarding
online freedom of expression?

Focus group participants were relatively satisfied with their current level of freedoms regarding online
expression. A main concern was with ensuring truthfulness in reporting. “I think the online local news has
been circulated freely and sometimes it becomes unreliable when some people just exaggerate it for fun
without considering the fundamental consequences,” one respondent said.

Focus group participants also discussed a need for protections against certain cybercrimes / cyber-ethics
violations. One participant noted that “I am happy with the development [of] the open and free Internet
and social media use, but at the same time, our culture must be protected by not exposing too much
unacceptable content such as pornography and hate speech.” Another participant said, “I think it is good
that the government controls social media because | do want protection from unjustified information.”
With regard to acting ethically online, one participant noted how “Sometimes information online is
dangerous and anarchic; people just use bad words and invade in one another’s privacy.”

A few people in the focus groups spoke about fears of limiting online expression. “I have used the Internet
long enough to say that Cambodians can express freely. However, some of them still have a fear because
we do not have law to protect online expression,” one respondent said. Another respondent noted “I feel
not at ease when | am going to discuss on anything if the government monitors social media. If the reason
behind the government monitoring is to protect our culture, then they should consider educating people
to not access pornography — not monitoring individual online activity.” When asked about government
monitoring, one participant said, “If the government monitored online activity, freedom of expression and
access to information would be limited. And | am afraid that my online activities would be used to attack
me someday.”

17



Perceptions of Online Free Expression

The majority of survey responses (62.7%) indicated that they felt free (either “very” or “somewhat free”)
to express their opinions online without fear of repercussions. Only 15.9% admitted experiencing some
level of fear of repercussions when engaging in freedom of expression online.

TABLE 26: Do you feel free to express your opinions online without fear of repercussions?

Very free 257 31.6
Somewhat free 253 311
Neutral 174 21.4
Somewhat fearful 116 14.3
Very fearful 13 1.6
Total 813 100.0

Of respondents who admitted feeling “somewhat” or “very fearful” of repercussions for online expression
in Table 26, 65.6% pointed to legal threats as being one of the potential repercussions that they find
concerning, making this the leading area of concern among the three listed (legal threats, physical
harassment, and threats to economic well-being). This points to an awareness among these “fearful”
Internet users of issues related to the abuse of Cambodian Penal Code provisions on defamation,
incitement and public insult. Potentially contributing to this fear of legal repercussions was the country’s
first defamation conviction over a Facebook post in February 2014.

Almost 37% of “fearful” Internet users pointed to physical harassment as a repercussion they feared for
expressing their opinions online. 2013 and 2014 saw a number of brutal beatings of journalists and
activists engaged in offline expression and also saw a leading social media activist threatened for her
online expression, indicating that these fears of physical harassment may be at least partially justified.

Finally, of the potential repercussions for online free expression listed (legal threats, physical harassment,
and threats to economic well-being), threats to economic well-being were concerning to the least number
of self-identified “fearful” Internet users (38 respondents or 30.6%). An analysis of the relationship
between reported fear of threats to economic well-being and personal income showed no relationship.

TABLE 27: Are the following repercussions are concerning to you?

Threats to economic

Legal threats Physical harassment T
N Percent N Percent N Percent
Yes 82 65.6 46 36.8 38 30.6
No 43 34.4 79 63.2 86 69.4
Total 125 100.0 125 100.0 124 100.0
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Overall Perceptions of Internet Freedom

The majority of survey respondents (75.7%) agreed that the Internet is increasingly becoming more free.
This comes despite almost a year of debate over freedom of expression online that was sparked by the
release of a leaked draft Cybercrime Law in April 2014. Nonetheless, it also comes at a time when the
Internet is becoming increasingly accessible to many Cambodians for the first time, with Internet
penetration increasing to 25% of the population in 2014, and also at a time where Cambodians in general
feel freer to express their opinions offline. According to a 2013 Survey of Cambodian Public Opinion by
the International Republican Institute, 71% of respondents reported feeling more free to express their
opinions during the 2013 national election than in previous elections.

TABLE 28: Do you feel the Internet in Cambodia is increasingly becoming more or less free?

Becoming more free 538 75.7
Staying the same 135 19.0
Becoming less free 38 5.3
Total 711 100.0

Perceptions of Internet Surveillance & Controls

Almost 71% of respondents have read a news article on government efforts to monitor and control
Internet activity at least once, while 24.2% do so regularly — more than one or two times per month.
Nevertheless, the fact that 29.1% of respondents have never done so, despite the leaking of a draft
Cybercrime Law in 2014 that civil society groups claimed could have drastically curbed Internet freedoms
if passed, indicates that many Cambodian Internet users remain unaware of the debate surrounding their
online activities.

The percentage of respondents who reported having engaged in discussions with others regarding
government efforts to monitor and control Internet activity was slightly higher than those who read news
articles on the subject, with 77.6% having discussed the issue at least once.

TABLE 29: How often do you engage in the following activities regarding government efforts to monitor and
control Internet activity?

Read news articles on the subject Discuss this subject with others

N Percent N Percent
Never 215 29.1 129 224
Once or twice 226 30.6 208 36.0
Once or twice per month 119 16.1 114 19.8
More than 1-2 times per month 179 24.2 126 21.8
Total 739 100.0 577 100.0
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A cross tabulation showed no substantial difference with regard to perceptions of Internet freedom
between Internet users who regularly read news articles on government efforts to monitor and control
the Internet and users who rarely or never do so.

This is a surprising result considering the frequency with which civil society complaints regarding alleged
government attempts to control and restrict the Internet — especially in regard to the now “scrapped’
draft Cybercrime Law — appeared in the news throughout 2014. One possible explanation for this result
is that Internet users are not being regularly exposed to Khmer-language independent media that reports
on a wide variety of voices and opinions on this subject. Another possible explanation is that the RGC’s
announcement in December 2014 that the draft cybercrime law was being ‘scrapped’ have allayed fears
that may have previously existed, despite other announcements around the same time regarding plans
for new efforts to monitor and control the web.

A comparative analysis of respondents’ reading habits in relationship to their education level revealed a
statistically significant but weak relationship between one’s level of education and how often they read
news articles regarding government efforts to monitor and control Internet activity. (X2 (12, n=739)=26.47,
p<.05). Higher education was associated with higher frequency of reading news articles about the
government’s efforts.

TABLE 30: Cross tabulation of perceptions of Internet freedom and reading habits related to government
efforts to monitor and control the Internet

Perception of Internet freedom trend in Cambodia

Becoming more free | Stayingthe same | Becoming less free Total
N % N % N % N %

Never 135 26.9 40 31.7 13 36.1| 180 | 100
Fll Once or twice 150 29.9 39 31.0 10 27.8| 94 | 100
.§
Bl Once or twice per 82 16.4 24 19.0 4 11.1] 36| 100
q;J month
=
[-14]
=
'§ More than 1-2 times 134 26.7 23 18.3 9 25.0] 61| 100
38 per month

Total 501 100 126 100 36 100 | 663

However, another cross tabulation shows a statistically significant and moderate relationship (Cramer’s V
=.124) between how often one discusses with others the government’s efforts to monitor and control
Internet activity and one’s belief as to whether the Internet in Cambodia is increasingly becoming more
or less free (X? (6, n=519)=15.9, p<.05). Those who reported discussing the government’s efforts to
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monitor and control Internet activity tended to feel the Internet was becoming more free. This could
indicate that individuals who believe the Internet is becoming less free are engaging in self-censorship to
limit their conversations on what they may perceive as a sensitive topic.

There was no statistically significant relationship between one’s level of education and how often one
discusses with others government efforts to monitor and control Internet activity.

TABLE 31: Cross tabulation of perceptions of Internet freedom and frequency with which users discuss with
others government efforts to monitor and control the Internet

Perception of Internet freedom trend in Cambodia

Becoming more free | Stayingthe same | Becoming less free Total

N % N % N % N %
-l Never 69 17.9 36 34.0 6 22.21 111 | 100
.§
§ Once or twice 144 37.3 30 28.3 12 44,51] 186 | 100
Q
=
g8l Once or twice per 78 20.2 21 19.8 6 22.2| 105 | 100
§ month
a
2
Il More than 1-2 times 95 24.6 19 17.9 3 11.1 | 117 | 100
§ per month
Q
=]
o
il Total 386 100| 106 100 27 100 | 519

The overwhelming majority of respondents (88.4%) indicated that they would not be willing to express
political opinions online if the government began monitoring and controlling Internet activity. These
responses are particularly relevant in light of recent government announcements of plans to install
surveillance equipment directly into the country’s ISPs and to create Cyber War Teams to monitor the
Internet, and particularly social media, for anti-government messages.

TABLE 32: Rate your level of agreement with the following statement: | would be willing to express political
opinions online if the government began monitoring and controlling Internet activity

Strongly disagree 153 34.0
Somewhat disagree 245 54.4
Somewhat agree 27 6.0
Strongly agree 25 5.6
Total 450 100.0
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A similar strong majority (89.6%) said they did not believe they would be able to access independent news
and information online if the government to begin monitoring and controlling Internet activity. This is
especially worrisome given that 75.3% of respondents had previously indicated that they currently use
the Internet to access independent news and information that they cannot find elsewhere (Table 17).

TABLE 33: Rate your level of agreement: | would be able to access independent news and information online
if the government began monitoring and controlling Internet activity

Strongly disagree 168 38.0
Somewhat disagree 228 51.6
Somewhat agree 24 5.4
Strongly agree 22 5.0
Total 442 100.0

Overall, despite focus group respondents’ perception that protections are needed against immoral and
potentially unlawful material online, survey respondents expressed clear doubts as to the government’s
ability to address common cybercrime/cyber-ethics via monitoring and controlling of Internet traffic. In
particular, one of the most common arguments used by proponents of Internet controls in Cambodia —
that monitoring and controlling of online activity would help to reduce the amount of political
disinformation — on deaf ears among survey respondents, 89.1% of whom either “strongly” or
“somewhat” disagreed with that argument.

Other arguments cited by proponents of Internet controls, including safeguarding of user data and
business interests, were not well received by survey respondents, 92% of whom disagreed that their
electronic data would be safer if the government began monitoring and controlling the Internet, and
89.7% of whom disagreed that online business or financial interests would be safer in the same situation.

TABLE 34: Rate your level of agreement with the following statements regarding the potential effects of
proposed government efforts to monitor and control Internet activity.

If the government began monitoring and controlling Internet activity ...

Online business and
financial interests
would be safer

Political disinformation
would be reduced

My electronic data
would be safer

N Percent N Percent N Percent
Strongly disagree 147 33.9 180 42.3 168 40.4
Somewhat disagree 239 55.2 212 49.8 205 49.3
Somewhat agree 24 5.5 15 3.5 24 5.8
Strongly agree 23 5.3 19 4.5 19 4.6
Total 433 100.0 426 100.0 416 100.0
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Findings from Research Question 3:

Do Internet-connected Cambodians feel the Internet has played a role in
increasing political participation in their country, and how would an increase
in government control of the Internet affect this trend?

Perceptions of Internet’s Role in Politics

Focus group participants were mixed regarding creating laws and imposing governmental control over
Internet expression. For example, one person noted “lI do not support the government’s effort of
monitoring and controlling the Internet because it suppresses freedom of expression online.” In contrast
another participant stated, “l think the government monitoring online has both good and bad
consequences. The good one is to protect people from online frauds and other crimes.” Yet another
participant stated “Government should not limit freedom of expression of Internet users if what they
share or comment is true. The author who wrote the article should be held accountable for his work.”

Fear was also evident in the focus group discussions. One person noted, “l want to have a [Internet] law,
but | am worried about its implementation. If we have a law but people do not follow, then there will be
chaos in our society.” Participants were however supportive of laws that protect society against
cybercrimes. For example, one person discussed that “If the government installs Internet surveillance, |
want a law that protects us from any online crimes. The law will give power to the government to govern
all bad things that happen online.” Additionally, “I think it would be good if the government installs
Internet surveillance because it would help to monitor the guilt online.” There were additional concerns
over protecting Cambodian culture and the need for some level of monitoring and control.

With that said, focus group participants were very worried about censorship. “I do not support the law
that prohibits pornography websites or the posting of sexy photos on Facebook. However, a regulation to
limit access to such websites would be a good tactic. For example, users under 18 years old should not be
allowed to access the website.” With regard to censorship, one person noted “I have discussed with my
friends on Internet governance. | believe that there will be a strong protest if that really happens.” What
follows is a presentation of the survey data.

Despite focus group participants’ concerns about immoral content, which mirror concerns highlighted
recently in the now “scrapped” Cybercrime draft law over the degradation of traditional Cambodian
morals on the Internet, the majority of survey respondents (59%) see the Internet as playing a
“somewhat” or “very” positive role in Cambodian society. Another 39.4% regard the Internet as playing a

I”

“neutral” role in society, and only 1.6% see the Internet’s role in society as “very” or “somewhat” negative.
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TABLE 35: Overall, do you think the Internet plays a positive or negative role in Cambodian society?

Very negative 2 0.4
Somewhat negative 6 1.2
Neutral 197 39.4
Somewhat positive 116 23.2
Very positive 179 35.8
Total 500 100.0

Respondents likewise saw the Internet as playing a positive role in politics. In total, 59.4% of respondents
said the Internet plays a “very” or “somewhat” positive role in Cambodian politics, with another 39%
saying the medium plays a “neutral” role. These findings run counter to the government narrative
outlining a need to control political misinformation online, which emerged following the 2013 national
elections. That the Internet and social media in particular played a game-changing role in the 2013
national elections is without question and has already been widely discussed, but these responses show
for the first time that the majority of Cambodians perceive the Internet’s new role in politics as being a
largely positive one.

TABLE 36: Overall, do you think the Internet plays a positive or negative role in Cambodian politics?

Very negative 3 0.6
Somewhat negative 5 1.0
Neutral 194 39.0
Somewhat positive 156 314
Very positive 139 28.0
Total 497 100.0

Despite the majority of respondents’ belief that the Internet plays a positive role in Cambodian politics,
respondents overwhelmingly said they do not believe the Internet increases political participation among
Cambodian citizens, with 85.8% either “strongly” or “somewhat” disagreeing with a statement to that
effect. Nonetheless, this perception is inconsistent with reported political activities online under Research
Question 1, wherein 70.4% reported using the Internet to look up information about government services,
policies or laws (Table 23) and 59.2% reported deciding to learn more about a social or political issue
because of something they read online, with 38.9% reporting having taken action on an issue because of
something they read online (Table 25).
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TABLE 37: Rate your level of agreement with the following statement: The Internet increases political
participation among Cambodian citizens

Strongly disagree 167 33.9
Somewhat disagree 256 51.9
Somewhat agree 26 53
Strongly agree 44 8.9
Total 493 100.0
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Conclusions

The study yielded some interesting results regarding Cambodians’ use and perceptions of the Internet and
providing insight into each of the three research questions. Key conclusions from this study include the
following.

1. Cambodians tend to use their smartphone as their preferred device access the Internet.

>

>

77.7% of respondents reported that their smartphone was their preferred device for accessing
the Internet.

65.9% reported being online “continuously” through their multiple devices.

2. Cambodians find the Internet to be useful for personal, professional, and civic interests.

>
>
>

78.8% of respondents agreed that the Internet makes their job easier.
73.7% of respondents agreed that the Internet helped in their educational studies.

75.3% of respondents believed that the Internet allowed them to locate news and information
not available elsewhere.

Shopping and paying bills online is not a common activity in Cambodia. Only about one-third of
respondents reported shopping online and paying bills online.

3. The majority of Cambodian Internet users feel free to express themselves online.

>

>

The majority of Cambodian Internet users (62.7%) feel “very” or “somewhat” free to express their
opinions online without fear of repercussions.

60.3% reported using the Internet at least once during the last 12 months to express an opinion
on a political or social issue. Of those, 17.2% used the Internet for this purpose once a week or
more during the last year.

4. Cambodians have conflicting feelings regarding Internet controls and monitoring.

>

Of respondents who said they were “somewhat” or “very” fearful of repercussions for engaging
in free expression online, the majority were concerned by legal threats (65.6%), but concerns of
physical harassment (36.8%), and threats to economic well-being (30.6%) were also reported.

Government efforts to monitor and control online activity could have a crippling effect on online
free expression, with the majority of users (88.4%) saying they would not feel free to engage in
free expression if such efforts were enacted.

At the same time focus group participants expressed concerns about what they perceive as an
abundance of disinformation, immorality, and online crime on the Internet. Though participants
wished to see these activities limited, they also lacked confidence that the government would be
able to address these problems via legislation.

26



> The overwhelming sentiment expressed here against Internet surveillance as well as concerns
about online crime indicate a potentially widespread support for an Internet rights framework, as
that outlined in the crowd-sourced Great Charter for Cambodian Internet Freedom.

Cambodians see the Internet as becoming increasingly free.
» 75.7% feel the Internet is becoming increasingly free.

» The majority of respondents currently feel “very” or “somewhat” free to express their opinions
online without fear of repercussions.

Cambodians overwhelmingly view the Internet as a positive force in society and politics

> In terms of societal contribution, 59% of users say the Internet plays a “very” (35.8%) or
“somewhat” (23.2%) positive role.

» For politics, 59.4% of users say the Internet plays a “very” (28%) or “somewhat” (31.4%) positive
role

Social media, and particularly Facebook, is a key medium through which Cambodians
engage in online free expression, including political expression.

> All but four survey respondents reported having a Facebook account. Moreover, more than 4 out
of 5 Cambodian Internet users check their Facebook account several times a day.

» Social media users who expressed the most fear of repercussions for free speech are the same
users who engage in political expression most often, indicating that this expression is important
enough for them to engage in it despite a perceived risk. (Table 22)

Rapid increases in Internet penetration are being driven by smartphone users who see
their phones as their preferred means of accessing the Internet.

» Even when they have access to other devices such as laptop or desktop computers, 77.6% of
respondents still prefer to use their smartphones.

> Nonetheless, it should be noted that the population for the current survey was Internet connected
smartphone users.

Cambodians are using the Internet to access news and information they cannot find
offline in the country’s mainstream media.

> 75.3% of Cambodians say the Internet is useful for accessing news and information they cannot
find elsewhere.

> At the same time, the amount of disinformation online has led many Internet users to be highly
skeptical of all online news, as expressed by focus group participants.
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10. With regard to research in Cambodia, using a SMS-based survey design was rather
successful.

>

Utilizing the mobile provider’s database allowed for dissemination to a randomized selection of
Internet users.

This method was cost-effective, eliminating the substantial costs associated with travelling to and
administering the survey in remote areas, while still gathering respondents from a large
geographic area. Survey respondents represented 22 of Cambodia’s 25 provinces, including
relatively remote locations such as Ratanakiri, Oddar Meanchey, and Koh Kong.

The online survey format reduced human resources required for administration of the survey and
inputting of results, reducing the potential for human error at the same time.

This method allowed for quick turnaround, with total time between initial dissemination of the
survey to closing of the survey taking place over six days.

The survey required broad distribution in order to achieve desired response rates. Of the 35,000
individuals initially contacted through SMS, a total of 895 respondents began the survey and
73.8% of them completed the survey in its entirety.

The length of time required to complete the survey varied drastically from respondent to
respondent. Due to the nature of the online survey, some respondents chose to start the survey,
only to set it aside and finish it several days later. This resulted in exaggerated completion times,
with an average response time of just over 1 hour and 24 minutes. However, when the 19
respondents who took more than one day to complete the survey were eliminated, the average
response time dropped significantly, to just over 22 minutes.
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Recommendations

Based on the conclusions stated above, the research team has recommendations about policy, practice,
and research regarding the Internet, online freedom of expression, and governmental monitoring of
Internet activities.

1

There is a need for more conversation and education about Internet rights, surveillance,
privacy, and other issues commonly addressed in Internet legislation.

While survey respondents overwhelmingly opposed government monitoring and controls of the
Internet, respondents in focus groups likewise expressed little to no knowledge of surveillance
techniques. In addition, respondents strongly supported free expression online while at the same
time supporting restrictions on content they view as immoral. These contradictions suggest that
there is a compelling need for deeper discussion of Internet rights and reasonable limitations in order
to find a consensus for the Cambodian context. In particular, there is a need for a deeper and more
independent review of the subject in the country’s Khmer-language news media, with an emphasis
on including a wide range of voices in the discussion, including viewpoints from technical, security
and human rights experts.

Online freedom of expression needs to be protected under Cambodian law.

As with offline speech, online expression of opinions is protected under international law as a basic
human right. While the majority of Cambodians feel free to express themselves online, it is notable
that some users are still fearful of repercussions for their online expression. In addition, recent
government announcements regarding plans for Cyber War Teams and installation of surveillance
equipment in the Kingdom’s ISPs could reverse this trend of public confidence in engaging in free
expression online, as the overwhelming majority of respondents affirmed. Given these concerns, the
RGC should take steps to recognize and ensure protection of the right to online free expression. This
could be done through amendments to or clarifications of existing constitutional guarantees of
freedom of expression or otherwise as part of Internet-specific legislation, such as the draft Great
Charter for Cambodian Internet Freedom.

Cambodian development partners should prioritize Internet- and ICT-based approaches
to development, especially those geared toward youth.

The prevalence of youth survey respondents and their embrace of ICT, and particularly of
smartphones, present possibilities for contributions to Cambodian development and human rights
enforcement that have only recently begun to be explored. There is a need for international
development partners and local Cambodian organizations to work together to ensure these new
technologies are used to increase the effectiveness and relevance of local efforts. Specifically, NGOs
should prioritize the use of social media, and particularly Facebook, as a way of informing and
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educating their beneficiaries, as well as for receiving feedback from stakeholders, given respondents’
widespread willingness to express their opinions via social media.

A mobile-first or mobile-friendly approach to web development is critical for Cambodian
Internet audiences.

In order to reach the broadest audience possible, businesses and NGOs in the Cambodian market
should ensure their websites and electronic services are easily accessible on mobile devices.
Economically, the country’s growing Internet penetration and high levels of smartphone use mean
there are tremendous opportunities for growth in mobile applications and e-commerce. However,
the low percentage of respondents who report using the Internet to shop, pay bills, or manage their
finances online, despite availability of online financial services through local banks, suggests that
Cambodian Internet users may lack confidence in the security of their financial information online.
The Royal Government of Cambodia (RGC) may need to consider strengthening provisions against
identity theft and other online financial crime in order for the market to take full advantage of this
opportunity for growth in mobile and online.

The Royal Government of Cambodia should make concerted efforts to increase the
amount of official public information available online.

As Internet penetration continues to rise and Cambodians increasingly turn to the Internet for
information on government services, laws, policies, politicians and political parties, the Royal
Government of Cambodia (RGC) should make efforts to make public information often requested by
the public — from the prices of public services to draft laws and policies — available online. The RGC
should seriously consider incorporating an online public information disclosure requirement into the
Access to Information Law currently being drafted.

There is a need for widespread media literacy education, specifically related to Internet-
based media.

Though the majority of survey respondents reported using the Internet to access news and
information, focus group participants expressed broad distrust of all information they read on the
Internet. The Ministry of Education, Youth and Sport should consider integrating media literacy
education into standard public school curriculum in order to help students understand the difference
between online rumors and online news while also instilling critical thinking skills related to
information found online.

The Royal Government of Cambodia should explore a policy of expanding Internet access
and penetration rates throughout the Kingdom.

The benefits survey respondents perceive as receiving from the Internet, in terms of professional
development, education, access to news and information, and access to communication tools should
not be limited only to the 25% of Cambodians who currently have Internet access, especially as
individuals who lack Internet access, especially those in remote areas, suffer from an acute lack of
access to information that the Internet would be poised to remedy.
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SMS-based approaches to survey dissemination should be replicated in future research
in Cambodia and other Southeast Asian countries

The ease of use, cost-effectiveness, timeliness, efficiency and accuracy of this method make it an
ideal one for conducting surveys in Cambodia and other Southeast Asian nations where there are
high rates of mobile penetration or when surveyors are particularly targeting specific segments of
the population regarding their use of ICT. However, cognitive interviews and pilot surveys using a
variety of ICT devices and models are critical to survey success, both in terms of increasing
respondent comprehension and troubleshooting issues related to the user interface.
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Definitions

Free Expression Activities

For the purposes of this survey, “free expression” can be defined as expressing of political opinions online
regarding any party or policy. Such activities may include, but are not limited to: Commenting on posts on
social media, blogs, online forums, or news websites; running a blog that includes political content;
sharing posts of a political nature on social media sites.

Accessing the Internet

For the purposes of this survey, “accessing the Internet” can be defined as using a browser on a
smartphone, computer or tablet, reading email, checking Facebook, or using apps that connect to the
Internet.

33



Abbreviations

= CCIM
= ICT

= |RI

= |SP

= NGO
= RGC

= SPSS
= URL

Cambodian Center for Independent Media
Information Communications Technology
International Republican Institute
Internet Service Provider
Non-governmental Organization

Royal Government of Cambodia

Statistical Package for the Social Sciences

Uniform Resource Locator (a web address)
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*¥1.1 What is your age?

*1.2 What is your gender?

Appendix | - Survey {English)

*1.0 Are you a Cambodian citizen?

O Yes
O o

*1.3 In which province do you currently live?

O Banteay Meanchey

O Battambang

O Kampong Cham

O Kampong Chnnang

O Oddar Meanchey




*1.4 What is the highest level of education you have completed?
Graduate degree (Master's, PhD)

Bachelor's degree

High school diploma

Secondary school

2 O O O 0D

Primary school

*1.5 What is your personal monthly income?
Less than $100 USD

$100 to $299 USD

$300 to $499 USD

$500 to $999 USD

$1,000 to $2,999 USD

$3,000 to $4,999 USD

$5,000 USD or more

20 O OO O O O O 0D

Prefer not to answer

*4.14 Do you feel free to express your opinions on the Internet without fear of
repercussions?

C Very free
Somewhat free
Neutral

Somewhat fearful

20 O O 0O

Very fearful

4.14 Followup

*4.15 You said you do not always feel completely free to express your opinions online
without fear of repercussions. Specifically, which repercussions are concerning to
you? Check all that apply.

r Legal threats
r Physical harassment

™ Threats to economic well-being




* 4.16 Do you feel the Internet in Cambodia is increasingly becoming a place where
people can express themselves and share ideas without censorship or fear of
repercussions?

€ Yes.

C  No.ltis staying the same

€ No. It is becoming less like this.
C

Uncertain

4.17 How often do you take part in the
following activities regarding
government efforts to monitor and
control Internet activity?

Once or More than 1-
Once or

Never . twice per 2 times per
twice
month month

Read news C C C C
articles

about it

Discuss it C C C C

with others

Section AB

* 2.1 Please choose the statement that best describes your use of your smartphone
I only use this device to access the Internet if another device is not available
C Thisis my preferred device for accessing the Internet

I never use this device to access the Internet

AB - cont

* 2.2 Please choose the statement that best describes your use of your laptop
computer

I never use this device to access the Internet
C Thisis my preferred device for accessing the Internet

1 only use this device to access the Internet if another device is not available

AB - cont




* 2.3 Please choose the statement that best describes your use of your desktop
computer

I never use this device to access the Internet
C  Thisis my preferred device for accessing the Internet

C o only use this device to access the Internet if another device is not available

AB - cont

* 2.4 Overall, how often do you access the Internet? (from any device)
Continuously (i.e. my smartphone is always receiving updates)

More than once per day

2-4 times per week

Weekly

20 O O O 00D

Infrequently

AB - cont

*2.5 How much do you normally pay to access the Internet?
Less than $5 USD per month

$5 to $9 USD per month

$10 to $14 USD per month

$15 to $19 USD per month

$20 to $49 USD per month

2 O O O O 0D

$50 USD or more per month

AB - cont

* 2.6 In which year did you first start using the Internet regularly?
C  Before 2000 C 2005 C 2011
C 2000 C 2006 C 2012
C 2001 C 2007 C 2013
C 2002 C 2008 C 2014
C 2003 C 2009 C 2015
C 2004 C 2010

AB - cont




*3.1 How does the Internet contribute to your work and personal life? Check all that
apply.
[T Makes my job easier or contributes to my professional development
Helps me in my education and studies
Provides me with access to news and information | cannot find elsewhere
Helps me connect with friends or family
Provides me with entertainment, including videos, music and games

Makes it easy to shop online

I I (R BN R B

Allows me to do online banking and pay bills

AB - cont

* 3.8 How often do you use Facebook?
Several times a day
About once per day

3-4 days a week

C

c

C

C 12 days a week
C Every few weeks or less
c

| do not have an account

AB - cont

* 3.9 How often do you use Google+?
Several times a day

About once per day

3-4 days a week

1-2 days a week

Every few weeks or less

20 5 O O O 0D

| do not have an account

AB - cont




*3.10 How often do you use Line?
C  Several times a day

' About once per day

C 34 days a week

C 12 days a week

' Every few weeks or less
c

| do not have an account

AB - cont

*3.11 How often do you use Twitter?
Several times a day
About once per day
3-4 days a week

c
C

C

C 12 days a week
' Every few weeks or less
C

| do not have an account

AB - cont

*3.12 How often do you use Instagram?
C  Several times a day

€ About once per day

C 34 days a week

' 1-2 days a week

C Every few weeks or less
c

| do not have an account

AB - cont

*3.15 How often do you use social media to post or share links to articles on social or
political issues for others to read?

C  Several times a day
€ About once a day
3-4 days a week

1-2 days a week

Every few weeks or less

20 O O D

Never




AB - cont

* 3.16 How often do you use social media to post your own thoughts or comments on
social or political issues?

C  Several times a day
About once a day
3-4 days a week

1-2 days a week

Every few weeks or less

20 O O O D

Never

AB - final

*3.17 How often do you use social media to encourage others to take action on a
social or political issue that is important to you?

€ Several times a day
About once a day
3-4 days a week

1-2 days a week

Every few weeks or less

2 00 O O N

Never

* 3.8 How often do you use Facebook?
Several times a day

About once per day

3-4 days a week

1-2 days a week

Every few weeks or less

2 O O O O 0D

| do not have an account




* 3.9 How often do you use Google+?
C  Several times a day

' About once per day

C 34 days a week

C 12 days a week

' Every few weeks or less
c

| do not have an account

3.10 How often do you use Line?
C  Several times a day

About once per day

3-4 days a week

1-2 days a week

Every few weeks or less

2 00 O O N

| do not have an account

*3.11 How often do you use Twitter?
C  Several times a day

€ About once per day

C 34 days a week

' 1-2 days a week

C Every few weeks or less
c

| do not have an account

* 3.12 How often do you use Instagram?
' Several times a day

C About once per day

' 3-4 days a week

C 12 days a week

' Every few weeks or less
C

| do not have an account




*3.15 How often do you use social media to post or share links to articles on social or
political issues for others to read?

C  Several times a day
About once a day
3-4 days a week

1-2 days a week

Every few weeks or less

2 O O O D

Never

* 3.16 How often do you use social media to post your own thoughts or comments on
social or political issues?

C  Several times a day
About once a day
3-4 days a week

1-2 days a week

Every few weeks or less

2 O O O 0D

Never

* 3.17 How often do you use social media to encourage others to take action on a
social or political issue that is important to you?

C  Several times a day
About once a day
3-4 days a week

1-2 days a week

Every few weeks or less

2 O O O 0D

Never




* 4.0 Overall, do you think the Internet plays a positive or negative role in Cambodian
society?
C  Very positive
Somewhat positive
Neutral

Somewhat negative

2 O O D

Very negative

*4.01 Overall, do you think the Internet plays a positive or negative role in Cambodian
politics?
€ Very positive
Somewhat positive
Neutral
Somewhat negative

Very negative

* 4.5 Rate your level of agreement with the following statement: The Internet increases
political participation among Cambodian citizens.

C Strongly agree

' Somewhat agree

' Somewhat disagree
c

Strongly disagree

* 4.6 In the past 12 months, how frequently have you used the Internet to contact a
local
or national government official or office?

' Every day

Every week

Once or twice per month
Once or twice

Never




* 4.7 In the past 12 months, how frequently have you used the Internet to look up
information about government services, policies or laws?

€ Every day

C Every week

" Once or twice per month
C  Once or twice

' Never

* 4.8 In the past 12 months, how frequently have you used the Internet to look up
information about a politician, political candidate or political party?

' Every day

C Every week

' Once or twice per month
€ Once or twice

' Never

*4.9 In the past 12 months, how frequently have you used the Internet to sign an
online
petition?
C  Every day
Every week
Once or twice per month

Once or twice

2 O O D

Never

*4.10 In the past 12 months, how frequently have you used the Internet to express an
opinion about a social or political issue?

C Every day
Every week
Once or twice per month

Once or twice

2 O O 0D

Never




*4.12 In the past 12 months, has there been a time when you decided to learn more
about
a social or political issue because of something you read on the Internet?

C Yes
C  No

' Uncertain

*4.13 In the past 12 months, has there been a time when you decided to take action on
a social or political issue because of something you read on the Internet?

C Yes
C  No

€ Uncertain

* 4.18 Please rank your agreement with the following statement: 1 would willing to
express political opinions
online if the government began monitoring and controlling the Internet.

C Strongly agree

' Somewnhat agree

' Somewhat disagree
c

Strongly disagree

* 4.19 Please rank your agreement with the following statement: | would be able to
access independent

news and information online if the government began monitoring and controlling
Internet activity.

" strongly agree

€ Somewhat agree

' Somewhat disagree
C

Strongly disagree




* 4.20 Please rank your agreement with the following statement: If the government

began
monitoring and controlling Internet activity, the amount of political disinformation would

be reduced.

C Strongly agree

' Somewnhat agree
' Somewhat disagree
c

Strongly disagree

* 4.21 Please rank your agreement with the following statement: If the government

began
monitoring and controlling Internet activity, my electronic data would be safer.

Strongly agree
Somewhat agree

Somewhat disagree

20 0 O D

Strongly disagree

* 4.22 Please rank your agreement with the following statement: If the government

began
monitoring and controlling Internet activity, online business and financial interests

would be safer.
Strongly agree
Somewhat agree

Somewhat disagree

20 O O 0O

Strongly disagree

* 2.1 Please choose the statement that best describes your use of your smartphone
' This is my preferred device for accessing the Internet
C o only use this device to access the Internet if another device is not available

I never use this device to access the Internet




* 2.2 Please choose the statement that best describes your use of your laptop
computer

C  Thisis my preferred device for accessing the Internet
C o only use this device to access the Internet if another device is not available

I never use this device to access the Internet

* 2.3 Please choose the statement that best describes your use of your desktop
computer

C Thisis my preferred device for accessing the Internet
I only use this device to access the Internet if another device is not available

C I never use this device to access the Internet

* 2.4 Overall, how often do you access the Internet? (from any device)
Continuously (i.e. my smartphone is always receiving updates)

More than once per day

2-4 times per week

Weekly

20 O O O D

Infrequently

* 2.5 How much do you normally pay to access the Internet?
Less than $5 USD per month

$5 to $9 USD per month

$10 to $14 USD per month

$15 to $19 USD per month

$20 to $49 USD per month

2 O O O O 0D

$50 USD or more per month




C
c
C
c
c
c

-

[ R IR N N B

* 2.6 In which year did you first start using the Internet regularly?
Before 2000 C 2005 C 2011
2000 C 2006 C 2012
2001 C 2007 C 2013
2002 C 2008 C 2014
2003 C 2009 C 2015
2004 C 2010

* 3.1 How does the Internet contribute to your work and personal life? Check all that
apply.

Makes my job easier or contributes to my professional development
Helps me in my education and studies

Provides me with access to news and information | cannot find elsewhere
Helps me connect with friends or family

Provides me with entertainment, including videos, music and games
Makes it easy to shop online

Allows me to do online banking and pay bills

c

@

c
@
c

* 4.0 Overall, do you think the Internet plays a positive or negative role in Cambodian
society?

Very positive
Somewhat positive
Neutral

Somewhat negative

Very negative




*4.01 Overall, do you think the Internet plays a positive or negative role in Cambodian
politics?
C  Very positive
Somewhat positive
Neutral

Somewhat negative

2 O O D

Very negative

* 4.5 Rate your level of agreement with the following statement: The Internet increases
political participation among Cambodian citizens.

C Strongly agree

' Somewhat agree

C  Somewhat disagree
c

Strongly disagree

* 4.6 In the past 12 months, how frequently have you used the Internet to contact a
local

or national government official or office?
€ Every day

Every week

Once or twice per month

Once or twice

27 0 O N

Never

* 4.7 In the past 12 months, how frequently have you used the Internet to look up
information about government services, policies or laws?

3

Every day

Every week

Once or twice per month
Once or twice

Never




* 4.8 In the past 12 months, how frequently have you used the Internet to look up
information about a politician, political candidate or political party?

€ Every day

C Every week

" Once or twice per month
C  Once or twice

' Never

* 4.9 In the past 12 months, how frequently have you used the Internet to sign an
online
petition?

' Every day

€ Every week
' Once or twice per month
€ Once or twice
o

Never

*4.10 In the past 12 months, how frequently have you used the Internet to express an
opinion about a social or political issue?

C Every day
Every week
Once or twice per month

Once or twice

2 O O D

Never

*4.12 In the past 12 months, has there been a time when you decided to learn more
about
a social or political issue because of something you read on the Internet?

€ Yes

C  No

' Uncertain




*4.13 In the past 12 months, has there been a time when you decided to take action on
a social or political issue because of something you read on the Internet?

€ Yes

C  No

€ Uncertain

* 4.18 Please rank your agreement with the following statement: 1 would willing to
express political opinions
online if the government began monitoring and controlling the Internet.

' Strongly agree

' Somewhat agree
' Somewhat disagree
-

Strongly disagree

* 4.19 Please rank your agreement with the following statement: | would be able to
access independent

news and information online if the government began monitoring and controlling
Internet activity.

' Strongly agree

€ Somewhat agree

' Somewhat disagree
C

Strongly disagree

* 4.20 Please rank your agreement with the following statement: If the government
began

monitoring and controlling Internet activity, the amount of political disinformation would
be reduced.

C Strongly agree

' Somewhat agree

' Somewhat disagree
c

Strongly disagree




* 4.21 Please rank your agreement with the following statement: If the government
began
monitoring and controlling Internet activity, my electronic data would be safer.

' Strongly agree

€ Somewhat agree

C Somewhat disagree
C

Strongly disagree

* 4.22 Please rank your agreement with the following statement: If the government
began
monitoring and controlling Internet activity, online business and financial interests

would be safer.
C Strongly agree
' Somewhat agree
' Somewhat disagree

C  Strongly disagree

*¥Would you be willing to participate in a focus group discussion on the topics of
Internet use and freedom of expression on the Internet? The discussion will take about
1 hour, and lunch will be provided. Respondents’' answers to focus group questions
will remain anonymous.

' Yes

C  No

Contact Information

*Please provide a little more information so we can contact you for participationin a
focus group. Note that your contact information will not be linked to your survey
responses, which will remain anonymous.

City/Town:

|
Email Address: | |
|

Phone Number:




* Thank you for completing our survey!

After providing your phone number below, you will automatically be entered into a
lucky draw for a Samsung Note 3 and movie tickets. The winner will be announced on
March 20. In addition, the first 400 respondents will receive $1 of Smart credit applied to
their account within 48 hours of completing the survey.

Please note that your phone number will not be tied to your survey responses, which
will remain anonymous.

Phone Number: | |
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Appendix lll: Focus Group Discussion Protocol (English)

Survey of Cambodian Internet Users:
Focus Group Discussion Questions

Potential follow-up probe(s):

- How often do you read or watch news online?

- Which online news outlets do you follow? Why those?

- Do you ever get your news from social media? If so, which sites?
Moderator Notes:

FGD-4.5 Do you feel the Internet in Cambodia is increasingly becoming more or less free?

Please give an example.

Potential follow-up probe(s):

- Do you feel more or less free to use the Internet now than when you first started? Why
or why not?
- Have you noticed any changes in Internet freedom from 2013, before the National
Elections, to 2014, afterward?
Moderator Notes:

FGD-4.4 | Do you feel free to express your opinions on the Internet without fear of
repercussions? Why or why not? Do you have an example of when this happened?

Potential follow-up probe(s):

- What types of repercussions are concerning to you?
- What causes you to be concerned? Do you have friends or relatives who have been
negatively affected by free expression online or offline?




Moderator Notes:

FGD 4.7 If the government began monitoring and controlling Internet activity, how would

this affect you?

Potential follow-up probe(s):

- Would you feel free to post your political opinions? Why or why not?

- Do you think you would be able to access independent news and information?

- Would you feel safer? Would your financial interests be safeguarded? Would you feel
safe from hackers?

Moderator Notes:

FGD-4.1 What contribution does the Internet make to Cambodian politics?

Potential follow-up probe(s):

- What role did the Internet play in the 2013 National elections?
- Do you think the Internet may have helped to increase voter turnout in 2013? Why?

Moderator Notes:

FGD-4.2 | What role does the Internet play in Cambodian society and culture? Is it positive

or negative?




Potential follow-up probe(s):

- What moral issues concern you on the Internet, if any?
- Does the Internet diminish or promote traditional Cambodian culture? How so?

Moderator Notes:

In the past 12 months, has there been a social or political issue that you decided
to learn more about or take action on because of something you read on the

Internet?

Potential follow-up probe(s):

- How did you originally learn about the issue? What made you interested in learning
more?
- What steps did you take to learn more?

Moderator Notes:

FG -4.6 How comfortable do you feel discussing government attempts to monitor and

control online activity? Do you have an example when you felt X?

Potential follow-up probe(s):

- Are you comfortable discussing it with: Your family? Your friends? Your co-workers?
- Are you comfortable posting your opinions about this online?

Moderator Notes:




Appendix IV: Focus Group Discussion Protocol (Khmer)
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